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Hintergrund

Online services collect an increasing amount of data about their users. Privacy policies are currently
the only common way to inform users about the kinds of data collected, stored, and processed by
online services. Previous work showed that users do not read and understand privacy policies, due to
their length, difficult language, and often non-prominent location (see e.g. [5]). A promising approach
is embedding privacy-relevant information directly in the context of use to help users understand the
privacy implications of using online services [2, 3]. This has been coined Contextual Privacy Policies
(CPPs). By prototypically implementing CPPs as a browser extension we showed, that they are
generally well-received by participants [1].

Zielsetzung der Arbeit

In our previous work, we evaluated CPPs in a natural setting over multiple days with a prototypical
implementation for seven common websites. Which and where we showed privacy information was,
however, hardcoded. Supporting an additional website required to manually retrieve the site’s privacy
policy, identifying relevant information that can be shown in context as well as identifying anchors to
show the CPP. Thus, the approach was sufficient to study the effects of CPPs but does not scale to
real-world use.
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This thesis aims to evolve CPPs from a prototypical implementation to a real-world browser extension
to show that CPPs are indeed a feasible approach to make privacy policies accessible to the average
web users. The CPPs will be evaluated through a naturalistic deployment.

Konkrete Aufgaben

Build an extension for Chrome and Firefox browsers to show snippets of privacy policies in their
corresponding contexts. This includes:
Creating a large corpus of privacy policies

Using the corpus with privacy policies to train a word-embedding model
Building a segmenter to automatically break down the privacy policy to fine-grained
segments to be used in a machine learning process
Building classifiers to automatically assign categories and attributes to the segments of
the privacy policies
Automatically determining links to website’s privacy policies, as well as context elements
to embed privacy information (Account, Check-Out, Advertisements, …)
Showing the relevant snippet from the privacy policy in the corresponding contexts
Explore making the extension language-independent by translating policies to English
before predicting, translating back, and showing the snippets in the original language

Conduct a study to evaluate the extension through a naturalistic deployment
Analyzing and interpreting the results

Erwartete Vorkenntnisse

Experience with browser extension development for Chrome/Firefox
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